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“Each period has its own peculiar forms of war...each period would, therefore, also keep
its own theory of war.”

- Carl von Clausewitz, On War
Purpose

This essay is intended to discuss the implications of 9/11 on the future of warfare.
Specifically, the intention is to focus on the application of limited and specific offensive
force against the specter of international terrorism. This essay will not discuss
developments or discussions of conventional warfare, apart from that which pertains to
those aspects with applications for offensive counterterrorism. Rather, it will seek to
define and explain what the author defines as “shadow war,” a type of warfare
conducted by highly specialized military or paramilitary units, usually (but not
necessarily) in a clandestine manner, at the direction of a government to combat threats
posed by substate actors, in this case, terrorists.

Terrorism, as a term, has been variously defined by different government, agencies, and
academicians.® For purposes of this discussion, the author adopts the U.S. government
definition of terrorism as “premeditated, politically motivated violence perpetrated against
noncombatant targets by subnational groups or clandestine agents, usually intended to
influence an audience.”

Introduction

The international response to the attacks of 9/11 heralded in a golden age of the use of
special operations forces (SOF). Similar to limited wars, such as those involving
guerrilla warfare and counterinsurgency, combating terrorism requires military
capabilities not typically found in conventional arsenals. Nor does the Clausewitizian
principle of real war,’ often utilized to describe and assess conflicts between states,
apply, given that terrorists are most frequently substate actors.

Therefore, the ways in which nations much confront these adversaries are many times
learned as the nation experiences the conflict itself. This truism has been born out in all
notable counterterrorist campaigns, such as the British experience with the Irish



Republican Army (IRA) and the Israeli efforts to contain Palestinian terrorism. In each
case, nations must tailor their response to the particular conditions of the opponent.
Nations must remain flexible, as there is no one solution to combating terrorism.

Much attention was paid, in the days following 9/11 to comparisons between those
attacks and the Japanese sneak attack on Pearl Harbor in December 1941. Much as
Franklin Roosevelt declared war on Japan, so too did U.S. President George Bush,
though this time it was not against a nation, in particular, but against an adversary
without citizenship and capable of transnational travel and operations. On September
14, 2001, President Bush declared a national emergency and authorized the use of the
military to “to conduct operational missions in connection with the World Trade Center
and Pentagon attacks.”

The United States and other allied nations were reminded, on a grand scale, that the
enemy, al-Qaida, was capable of conducting spectacular terrorists attacks in almost any
country in the world. The transnational nature of al-Qaida required a multi-phased,
international response to include intelligence sharing” among partner nations, new legal
agreements to facilitate tracking of terrorist finances, and other unprecedented
cooperative agreements. In the end, however, many of these new requirements existed
to better assist those security and military forces tasked with counterterrorist operations
(i.e. shadow war).

Why Shadow War?

Terrorists rarely operate from fixed bases, preferring rather to frequently change
locations in order to complicate enemy targeting. This may take the form of moving from
safe house to safe house in an urban environment, to crossing back and forth across
mountain ranges and international borders.® Such fleeting targets are generally not
within the operational capabilities of conventional military forces, given the fluidity of
movement and the remoteness of some terrorist operating locations.

The most notable recent exceptions to this were the August 1998 U.S. cruise missile
strikes against terrorist training camps in Afghanistan and a suspected nerve agent
factory in Sudan carried out in retaliation for the terrorist bombings of the U.S.
embassies in Dar es Salaam and Nairobi on Aug. 7, 1998, which killed more than 200
people, including 12 Americans.® In both cases, these attacks did little, if any, real
damage to the terrorists alleged to be using the Afghan camps — many of whom
reportedly evacuated these facilities following the East African bombings.'® Moreover,
the destruction of the “nerve agent” factory in Sudan may have indeed struck only a
legitimate pharmaceutical plant, thus depriving local Sudanese of much-needed
medicines and income, not to mention understandable feelings of hostility in that country
against the United States."

Thus, it is clear that the war on terrorism cannot be won or even fought effectively,
without the use of ground forces, bolstered with timely and accurate intelligence. '
Reticence at putting “boots on the ground” in favor of maintaining political palatability at
domestically and internationally results, only in, as described previously, ineffective (if
visually spectacular at times) pinpricks against targets of questionable military value.™



Moreover, the type of military force required to effectively combat a transnational terrorist
group required a unique skill set and capability that is found only in military and
paramilitary special operations forces (SOF). Eminently flexible, capable of operating in
overt and covert missions, and trained in the dynamics of asymmetric warfare, only SOF
posses the requisite sKkills to carry out counterterrorist operations in denied or hostile
areas, with or without the knowledge or permission of the government on whose soil the
terrorists may have taken refuge.

Special Operations Forces

Military and civilian SOF units, the latter most frequently found within the security or
intelligence services, are particularly well-suited to asymmetric warfare, and have proven
to be the most effective tool in waging shadow war, such as that currently being waged
in Afghanistan.

In order to understand the unique capabilities of SOF, it is necessary to understand the
nature of special operations. Special operations are defined by the U.S. Department of
Defense as, in part:

“...operations conducted in hostile, denied, or politically sensitive environments
to achieve military, diplomatic, informational, and/or economic objectives
employing military capabilities for which there is no broad conventional force
requirement...these operations often require covert, clandestine, or low visibility
capabilities.”"

Special operations forces are defined by the U.S. Department of Defense as elements of
the Military Services “specifically organized, trained, and equipped to conduct and
support special operations.”” While this definition is not universal among nations, it
does serve to outline the unique mission and responsibilities of these units.

Those units that participate in shadow war, however, are not limited to military units, and
may be drawn from security services, intelligence agencies, and other government
agencies. For example, units that have participated in covert and clandestine armed
actions against terrorists include the CIA Special Operations Group, French intelligence
operatives, and ltalian carabinieri special units."®

Shadow War in Afghanistan

Following the terrorist attacks of 9/11, the North Atlantic Treaty Organization (NATO), for
the first time in its history, invoked Article 5 of the NATO Treaty, which stipulates that
member nations “will assist the Party or Parties so attacked by taking forthwith,
individually and in concert with the other Parties, such action as it deems necessary,
including the use of armed force...”"” With this condition satisfied, member nations were
authorized to provide military assistance to the United States in defending itself against
the perpetrators of the attacks.

In response, more than 30 nations sent troops to support the resolution.”® Most notable,
for purposes of this discussion, is that at least sixteen of these nations sent their most
elite SOF units as their representatives in the NATO-led International Security
Assistance Force (ISAF)."



Shadow War and Hostage Rescue

Special operations forces also offer a unique ability to resolve a specific category of
counterterrorism: hostage rescue. Prior to the establishment of these specialized units,
states were unable to respond to such actions with a viable hostage rescue capability.
Those efforts made by police or conventional military forces to resolve these situations
by force frequently resulted in heavy loss of life, among the terrorists, assault force, and
hostages.

Hostage rescue represents a particularly interesting aspect of terrorism, in that it
accomplishes what no other terrorist operation can: extended and widespread media
coverage. This is particularly true in more advanced countries, where media coverage is
more pervasive. It also, inherently, shows the weakness of the particular nation against
which it is operating — not only via the nationality of the captive hostages, but also within
the nation where the kidnapping has taken place — in that successful kidnappings can
highlight the inability of a nation to protect its citizens.

Additionally, while the terrorist kidnappings of the 1970s, 1980s, and 1990s tended to be
resolved through negotiation, the proliferation of suicide tactics among, particularly,
religious extremist groups, reduces the likelihood that a given terrorist group may be
truly interested in negotiation. For these reasons, it is imperative among nations that
they develop a counterterrorist capability with the training and equipment necessary to
resolve these situations quickly and with as little loss of life as possible.

There are myriad examples of the use of SOF in a direct action role to resolve terrorist
incidents. These include:

* 1976 - Israeli commandos rescued 100 mostly Israeli and Jewish civilians taken
hostage by pro-Palestinian terrorists as a result of the hijacking of an airliner that
eventually landed in Entebbe, Uganda.?® Notably, the operation took place over
a distance of 2,500 miles, which shed a new and very public light on the
capabilities of SOF in hostage rescue operations.

* 1980 - British Special Air Service (SAS) commandos successfully assaulted the
Iranian Embassy in London to rescue civilians taken hostage by Iranian
extremists.?'

* 1980 - A joint American military force attempted to rescue hostages being held in
the U.S. Embassy in Tehran, but failed when several aircraft collided at a
refueling site in the Iranian desert.??

* 1997 - Peruvian special forces (civilian and military) rescued 71 hostages from
the Jag)aanese ambassador’s residence in Lima, Peru, following a four-month long
siege.

Here, too, SOF can also have a beneficial, if rare, effect on countering terrorism. During
its operations in Northern Ireland, the SAS developed a reputation as a lethal instrument
of force that would not shy away from killing in order to stop the Irish Republican Army
(IRA). This reputation bore fruit in December 1975 when an IRA active service unit,
which had taken refuge in a nearby flat after killing a British citizen and taking two
hostages, heard over the radio that the authorities intended to send in the SAS to
resolve the situation.?* The four man team surrendered shortly thereafter, without firing
a shot.



However, it must also be noted that, while a nation may have formed SOF units, even
those allegedly trained to specialize in hostage rescue, unless these units are trained
and equipped properly, their use can be undesirable. For example, in November 1985,
terrorists hijacked Egypt Air Flight 648, taking all aboard hostage. The incident was
highlighted by the attempted execution of an American national, whose body was then
dumped onto the tarmac, in view of the international press.?®> Sixty people died and 38
were injured when Unit 777, the primary Egyptian counterterrorist unit, conducted a
botched hostage rescue operation targeting a hijacked jetliner.

Even those units that are highly trained, such as those found in the United States, United
Kingdom, Israel, France, and Germany, offer no guarantees that a given mission will be
successful. In 1980, a combined special operations force attempted to rescue the
hostages being held at the U.S. Embassy in Tehran, Iran. The force, which featured
elements of the U.S. Army Rangers and Delta Force, ended when a helicopter collided
with a refueling aircraft, killing eight and wounding five.?®

Therefore, it is apparent that, while SOF can offer unique solutions to hostage situations,
and offer alternative responses to states, this tool is by no means a guarantee of
success, and the consequences can be catastrophic if implemented improperly or simply
due to the dynamics of complex security operations.

The Genesis of Shadow War

In September 1972, terrorists of the Black September terrorist group took hostage nine
Israeli athletes, demanding release of comrades in Israeli prisons. Israel refused, in
keeping with national policy of refusing to negotiate with terrorists. Thus, the stage was
set for a hostage rescue operation.

Israel requested Germany permit the use of Israeli commandos to carry out the hostage
rescue, but this was declined. Instead of taking advantage of Israel’s extensive
counterterrorist experience, the German authorities instead approved the deployment of
police sniper teams, who were to engage the terrorists as they boarded helicopters to
make their escape. The resulting firefight between the terrorists and police resulted in all
nine hostages being killed, along with five of eight terrorists, the rest of who were taken
into custody.

This incident was also of note due to the Israeli response, which can be said to
represent the nascent reality of shadow war. Following the Munich tragedy, the Israeli
government, led by Prime Minister Golda Meir, concluded that those responsible would
be brought to justice, using independent covert action teams.?” These teams were
authorized to operate worldwide, without the knowledge of the nations in which they
might be expected to travel and, if necessary, conduct the assassinations. This directive
was the first of its kind in the history of modern terrorism.

While this operation, designated Operation Wrath of God, did result in the elimination of
all but one of the terrorists assessed as having been involved in planning the Munich
operation, one incident caused an international uproar and exposing Israel’s unilateral
assassination campaign. In July 1973, one of the covert units mistook a Moroccan
waiter for one of their wanted terrorists, and killed him on the streets of Lilehammer,
Norway.?® The operatives were arrested, the operation suspended (albeit, temporarily),
and relations between Norway and Israel took a very public downturn.



Interestingly, despite this embarrassment, Israel may have planned a return to these
transnational, extrajudicial killings.?® If true, this demonstrates the high value that a state
can place on the potential benefits of shadow war, despite its inherent risks.

Both the successes and failures of the Israeli response highlight not only the unique
capabilities of covert action and the use of special operations forces, but also
demonstrate the applicability of shadow wars to the global war on terrorism. Shadow
war, as has been demonstrated, carries with it both the promise of potential elimination
of dangerous terrorists, but also the danger of exposure and loss of international
prestige should such operations fail publicly.

Considering Conventional War

The argument in favor of shadow war should not be considered to replace conventional
warfare as the primary method of warfighting in the future. Due to its inherently limited
and secretive nature, SOF are not the proper primary tool for use in waging a wider or
total war, though they do have utility even in wider conflicts than the war on terrorism.

Clearly, major military conflicts will continue into the future. One need only look as far as
China and the ongoing tensions involving Taiwan to realize that conventional war is as
much a reality today as it was before 9/11.%° Recurring conflicts between India and
Pakistan over Kashmir, the current war in Iraq, and fighting between some sub-Saharan
African nations remind us quite clearly that wars involving states remain a viable threat
to regional and international security.

With particular regard to the current war in Iraq, the proliferation of terrorists and terrorist
attacks has also proven that conventional forces are not capable of responding
effectively to this threat. Only through the use of SOF have coalition forces (frequently
directing air strikes or conducting raids) been able to capture or kill terrorists in the field.

In this context, shadow war exists only as a subset of larger military forces, waging war
where conventional wars are not possible or not desirable. With particular regard to the
global war on terrorism, shadow was permits states to act against substate actors
without the inherent discomforts of mobilizing and deploying main line military units. It
allows states to further their anti- and counterterrorist policies, without the knowledge or
understanding of the public or the enemy.

To be sure, this capability also brings with it inherent moral and ethical dilemmas, such
as the need to keep a nation’s populace aware of the actions (particularly military
actions) of the government. However, in counterterrorism operations, such silence is
generally regarded as an essential component of an effective campaign, public
knowledge of which could jeopardize ongoing operations or put the lives of those waging
such a war at risk. In these cases, nations must balance the public’s right to know with
the responsibility to keep that public safe from terrorism.

Case Study: Canada
Canada represents an excellent example of a nation’s use of clandestine warfare to

support national policy. While Canada did eventually deploy overt forces, such as the
Princess Patricia’s Light Infantry Regiment and 1 Combat Engineer Regiment,*’ its elite,



secretive counterterrorist unit Joint Task Force Two was deployed before any other
Canadian military force. Notably, this deployment took place in such secrecy, that the
public revelation of this information caused considerable consternation among senior
politicians, who did not appear to have been informed of the units operations in
Afghanistan.®

Only after a photographer took a long-distance photograph of JTF-2 operators escorting
Taliban prisoners from the back of a US military helicopter did the Canadian government
admit not only to the presence of JTF-2 in combat operations in Afghanistan,® but it was
forced to admit, for the first time, the very existence of that unit. This led to the first
official recognition of the unit, on December 17, 2003 on a permanent basis on a
Canadian government website.** Moreover, the secretive nature of the unit is such that
the Prime Minister, Jean Chrétien, was not informed of its deployment, nor is that senior
political office in the unit's chain of command.*

It is noteworthy that the United States also refused to acknowledge the existence of its
two primary counterterrorist units, Delta Force and SEAL Team Six.* These denials
continue despite the wide public exposure to and knowledge of these forces in popular
culture.”

Conclusions

It is clear that SOF, used overtly or clandestinely, offer states an alternative method of
warfighting, particular with regard to combating terrorism. This capability has reached its
zenith in the current global war on terrorism, the global response to the 9/11 attacks, and
has proven itself the only viable tool for waging war against substate actors such as
terrorists, particularly those with a transnational reach (e.g. al-Qaida).

Using SOF in limited war against transnational terrorists offers a number of advantages
over the use of conventional forces. These included, but are not limited to, the following:

1. Can be more politically palatable to states, especially those resistant to troop
deployments, both domestically and internationally. Thus, can, to a limited
extent, facilitate alliance building

2. Frequently do not require notification of the political hierarchy for deployment,
thus avoiding public scrutiny and potential delays

3. Facilitates a measured response than cannot usually be exploited by an enemy
(i.e. propaganda)

4. Offers a potentially very high precision military alternative to air power or larger
ground forces

5. More agile and rapidly deployable than any other military force. Enables rapid
reaction to perishable intelligence.

The use of these forces is not a panacea, however, and there are potential
disadvantages to their use:

1. Exposes the force to high risk missions, with the inherent risk of casualties to
friendly forces

2. May increase domestic political unrest if clandestine troop activity is discovered.

3. Can reveal capabilities not previously made public



4. No guarantee of success, especially in hostage rescue scenarios, with the
potential not only for friendly loss of life, but also of widespread condemnation
and/or bad press in the event of failure

Thus, we can see that, while there are distinct advantages and disadvantages to the use
of SOF in combating terrorism, these military and paramilitary units represent the most
viable tool in a state’s inventory. Conventional forces are incapable of carrying out an
effective campaign, given the elusive nature of the enemy, as has been borne out
numerous times.

In the case of al-Qaida, and the events surrounding the attacks of 9/11, some nations
have elected to make use of their own overt and covert capabilities, likely with the
knowledge that attacks on that scale may not me limited to targets in the United States.
So, for those nations, the risks are clearly within acceptable limits, lest the terrorists take
advantage of the well-known limitations of conventional forces.

Shadow war, with can briefly be defined as the use of SOF in overt or covert action, will
remain the most effective form of warfare in the future, with specific regard to combating
terrorism. It will, it must be noted, never replace conventional war, which will
undoubtedly continue into the foreseeable future, if history is any guide. Rather, shadow
war, which has come into its own since 9/11, will remain the weapon of choice for
nations seeking to carry the fight to the terrorists, rather than relying on more passive
measures to keep their populations safe.

Copyright © 2007



Appendix A

International Special Operations Forces deployed in support of counterterrorist
operations in Afghanistan (to include those nations taking part in ISAF), 2001-2004%

Austria Combined unit made up of elements of the
25™ Jagerbataillon and Zentrum
Jagdkampf

Federal Republic of Germany Kommando Spezial Krafte (KSK)

Denmark Jegerkommandoen

Marinejegerkommandoen

Sweden JaegerKorpset FromandsKorpset

France Elements of the Commandement des
Operations Speciales (COS) and Direction
du Renseignement Militaire (DRM)

Italy 9™ Airborne Assault Regiment “Col.

Moschin”

United Kingdom

22 Special Air Service (SAS)
Special Boat Service (SBS)

New Zealand

Special Air Service (NZSAS)

Norway MarineJegerne
Fallskjermjegerkommandoen

Netherlands 13" Infantry Battalion Stoottroepen

Romania Special Forces

Poland Grupa Reagowania Operacyjno Mobilnego
(GROM)

Turkey Special Forces Mountain Brigade

Canada Joint Task Force Two (JTF-2)

Australia Special Air Service Regiment (SASR)

United States*

US Air Force Pararescue, Combat
Controllers, and fixed and rotary wing
assets

US Navy SEALs

US Army Rangers

US Army Special Forces

Delta Force

SEAL Team Six

USAF Combat Controllers

160" Special Operations Aviation
Regiment (SOAR)

CIA Special Operations Group (SOG)

* The number, variety, and secrecy of US SOF deployed to Afghanistan in support of
Operation Enduring Freedom preclude a complete listing. The list of units provided in
this appendix, however, represent a good example of the major U.S. and international

units involved.
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